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Cyber Attacks: A Daily Event, Overwhelming Coverage

South Korea Blames North Korea for Cyber
Attack

L CHINESE HACKERS TARGET NEW YORK TIMES IN FOUR-
— o8 L mon MONTH CYBERATTACK

Last month's mysterious cyber attack that cy

banks and television stations in South Kored THE CYBERATTACKS DATE BACK TO WHEN THE NEWSPAPER PUBLISHED AN EXPOSE

pa cxecuted by North Korea's intelligence agend  DETAILING THE WEALTH ACCUMULATED BY THE PREVIOUS CHINESE PREMIER, WEN
! according to official investigators based in §{ BAO.

The findings were revealed in the Korea Her
today as South Korea's Ministry of Science, ] 0 10 4
(information communications technology) aj BY: = @ o o o o
Future Planning connected the attacks to Ng

Korea's Reconnaissance General Bureau. Topic: Security (@ Discover Follow via: S [
| On arch ,thecom er emsoflo ]
F  orean clevision stations ki v sna il SWiSS Spy agency warns CIA, MI6
theguardian over 'massive' secret data theft

Summary: Switzerland's national security agency warns that a huge amount of secret, counter-
News U S Wo r] d Spﬂ rts CCI mment Cultur e B'I.].Sl ness | Mo terrorist data may have been leaked by no other than a disgruntled 'administrator-level' employee.

By Zack Whittaker for Zero Day | December 4, 2012 -- 13:58 GMT (05:58 PST)

| News ) » World News » The NSA files m e —

Edward SHDWdE Il NS.A. ﬁle S: SB Eret Secret counter-terrorism information shared by foreign governments, which may not limited to the

U.K. and U.S. administrations, is thought to have been stolen by a senior IT employee of Switzerland's

surveillance and our revelations so far |se teisence senvee.
Leaked Natlonal Secunty Agency documents have led to seve
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Regardless of where they
started, they all became
Insiders!



Privileged Accounts Create a Huge Attack Surface

Applications

3" Party & Service Select Business
Providers pr § Users

Social Networking
System £ Privileged ) Account
Administrators ‘ Accounts Managers

APrivileged accounts exist in every connected device,
database, application, industrial controller and more!

ATypically a ~3X ratio of privileged accounts to employees
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The One Thing Attackers Need to Succeed!

Malicious
Insiders

External
Attackers

Privileged AccountsT it Ke y s
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Privileged Credentials are Everywhere

a Privileged Accounts

Routers, Firewalls, Hypervisors,
Databases, Applications

Power Plants,
Factory Floors

Routers, Firewalls, Servers,
Databases, Applications

Laptops, Tablets,
Smartphones

CYBERARK’




