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Cyber Attacks: A Daily Event, Overwhelming Coverage 
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Regardless of where they 
started, they all became 

insiders! 
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Privileged Accounts Create a Huge Attack Surface 

Privileged 

Accounts 
System 

Administrators 

3rd Party & Service 

Providers 

Select Business 

Users 

Social Networking 

Account 

Managers 

Applications 

• Privileged accounts exist in every connected device, 

database, application, industrial controller and more! 

 

• Typically a ~3X ratio of privileged accounts to employees 
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The One Thing Attackers Need to Succeed! 

Privileged Accounts – “Keys to the IT Kingdom” 

External 

Attackers 

Malicious 

Insiders 
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Privileged Accounts 

Privileged Credentials are Everywhere 

Routers, Firewalls, Hypervisors, 

Databases, Applications 

WiFi Routers, Smart TVs 

Routers, Firewalls, Servers, 

Databases, Applications 

Laptops, Tablets, 

Smartphones 

Power Plants, 

Factory Floors 
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Privileged Accounts 

Privileged Credentials are Everywhere 

Routers, Firewalls, Hypervisors, 

Databases, Applications 

WiFi Routers, Smart TVs 

Routers, Firewalls, Servers, 

Databases, Applications 

Laptops, Tablets, 

Smartphones 

Power Plants, 

Factory Floors 

Organizations typically have 
3-4x more Privileged Accounts 

than employees 
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Power Plants, 

Factory Floors 

WiFi Routers, Smart TVs 

Hijacked Credentials Put the Attacker in Control 

Firewa

ll 

Routers, Servers, 

Databases, Applications 

Compromised Privileged Accounts 

Laptops, Tablets, 

Smartphones 

Enable attackers to: 

• Bypass security controls & monitoring 

• Access all of the data on the device 

• Disrupt normal operation of the device 

• Cause physical damage 

Routers, Firewalls, Hypervisors, 

Databases, Applications 
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Network 
Devices 

Proactive Protection, Detection & Response 

Privileged 

Accounts 

Proactive protection 

• Only authorized users 

• Individual accountability 

• Limit scope of privilege 

Targeted detection 

• Continuous monitoring 

• Malicious behavior 

• High risk behavior 

• Alerting 
Industrial 
Controls 

Hypervisors 

Databases/ 
Applications 

End 
Points 

Social 
Media 

Real-time response 

• Session termination 

• Full forensics record of activity 

External 

Insider 

External 

External 

Insider 

External 

Insider 
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Privileged Account Security –  

Now a Critical Security Layer 
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Solving The Privileged Account Security Problem 

▪ Control & Accountability for 

Privileged Users 

▪ Monitor & Record Privileged 

Activity 

▪ Compliance Reporting 

▪ Remote User Access Control 

▪ Auditing Secure File Transfer 

Audit & 

Compliance 

▪ Securing and Monitoring Shared 

Admin Accounts for ICS Systems 

▪ Controlling and Monitoring 

Remote Vendors 

▪ Smart Grid Security Industrial 

Controls/SCADA 

▪ Advanced Threat 

▪ Insider Threats 

▪ Securing the Hybrid Cloud 

▪ Securing Application Credentials 

▪ Securing Shared Admin Accounts 

▪ Sharing Sensitive Information 

Threats 
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The Privilege Escalation Cycle 

Goal 

Breach 

Gain access to 

credentials location 

Retrieve credentials 

Use credentials 
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Primary Recommendations 

Restrict Lateral Movement 

• Assign a UNIQUE password on every endpoint for built-ins 

• Establish Credential Boundaries on Domain; One-Time Passwords 

Isolate High Value Assets 

• Ensure users can not access sensitive assets directly from their 
endpoint 

• Do not allow users or their machines to know a password 
(keyloggers, malware, etc.) 

Monitor Behavior 

• Look for changes in behavior for common privileged accounts and 
sensitive assets, especially indicators of credential theft 

• Enable reactive countermeasures   
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Credential Boundaries 
*See MSFT Whitepaper: Mitigating Pass the Hash Attacks and Other Credential Theft Version 2 
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Strategic Best Practices Summary 

Session Recording & Desktop Isolation 
• Isolate High value assets and create a new layer of security using proxy server. 

• Leverage Universal connectors and native access to enforce PIV cards and role based 
accounts.  

• Record all privileged activity without the use of an agent 

Password Management 
• Change passwords to built-in accounts to a unique value per end point  

• Frequently change passwords to minimize the risk of credential (hash) theft 

Privileged Analytics and Anomalies 

• Watch for anomalous behavior of privileged accounts and bypass of controls to 
limit and stop events in progress. 

Least Privilege Access and App Controls 

• Reduce a large number of privileged users from desktops and servers by using a 
least privileged escalation model in Windows desktops/Servers and Unix/Linux.  
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What to do now – Getting Started 

Identify 
• Run free assessment tools to find out where privileged accounts exist 

and how they are being used/misused 

Change 

• Identify top 3-5 data center technologies and high Value assets and 
Isolate and change the built-in backdoor ids on each to a unique 
random password 

Isolate 

• Identify what systems/information an ‘attacker’ would target and 
assign priority 

• Prevent end users from accessing these devices directly moving 
forward and do not disclose passwords 
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CyberArk Maturity Model – Levels of Control 

Level 1: Password Management 

Level 2: Session Isolation 

Level 3: Least Privilege 

Level 4: Behavioral Analytics R
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Lateral Movement Reduce Attack Surface 

Credential Theft 

Primary Recommendations 

Establish Role 
based access and 

Least Privilege 
Models 

Randomize Built-in 
Backdoor Admin 

Passwords 

Isolate Passwords 
of Critical Assets 

Monitor Privileged 
Behavior 

Enterprise Password Vault (EPV) and Viewfinity (OPM) 

Privileged Session Manager (PSM) 

Privileged Threat Analytics (PTA) 



19 

Extra Slides 
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How to Measure Success – Wide & Deep 

Breadth of Coverage 
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Tier 0 Win 

Pwd Change 

Session Iso 

Least Priv 

Emb Creds 

Tier 1 Unix 

Pwd Change 

Session Iso 

Workstations 

Pwd Change 

Database 

Pwd Change 

Session Iso 
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PTA in Action  
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The Anunak/Carbanak Attacks 
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Access a single 

server 

A limited 

administrative access 

(e.g. tech support) 

Phishing 

regular 

employees 

The Anunak/Carbanak Attacks 

Tech support 
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Access the AD and 

compromise all 

domain accounts Access a 

server 

Hijack domain admin 

credentials 

The Anunak/Carbanak Attacks 

Domain 
admin 

52 ATMs 
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• Install software to 

monitor activity 

(photo, video, 

etc.) 

• Enable remote 

access to servers 
Access email, 

workflow and 

banking 

servers 

Hijack credentials of 

banking system 

admins 

The Anunak/Carbanak Attacks 

Banking 
system 
admins 

Transactions: 

• Bank accounts 

• E-currency 

• Mobile prepaids 
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Who are the attackers? 

Does attribution help mitigation? 
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CyberArk Contacts: 

 

Rob Jett 

Robert.jett@cyberark.com 

(510) 717-9910 

 

Barak Feldman 

Barak.Feldman@cyberark.com 


